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1. O01He MoJI0KEeHu s

1.1. Tlonoxenue o 3ammre mnepcoHadbHBIX MaHHBIX OO0 «AJIbOA-KOM» (nanee —
PaGoronarens) paszpaboraHo B cooTBeTcTBUM ¢ DenepaibHbBIM  3aKOHOM  OT
27.07.2006 Ne 152-®3 u WHBIMH HOPMATHBHO-TIPABOBBIMH AaKTaMHW B O0O0JIACTH 3aIllUThI
IIEPCOHANIBHBIX JaHHBIX, JEHCTBYIOIMMU Ha Teppuropun Poccun.

1.2. Henp nHacrosimero IlomoskeHus — 3amuTa MEPCOHANIBHBIX NaHHBIX paboTHHKOB OO0
«AJIb®A-KOM» 0T HECAaHKIIMOHUPOBAHHOI'O JOCTYIA W pa3rialleHus, MpeIoTBpallCHUE 1
BBIBJICHHE HapyLIEHUW 3aKkoHojarenbcTBa Pd, ycTpaHeHHe IOCIEACTBUM  TaKHUX
HApYIICHUH.

1.3. B nenax macrosiero Ilomoxenus:

e TIOJ TEpPCOHANBHBIMH JaHHBIMU (fHanee — [1J]) monumaetcs mobass uHboOpMaIus,
IPSIMO MJIM KOCBEHHO OTHOCSIIASACS K CYOBEKTY MePCOHAIbHBIX IaHHBIX;

e 10x yrpozamu 6e3onacHoctd I1/] moHumMaeTcss COBOKYIHOCTb YCIOBHA U (PAaKTOPOB,
CO3/AIOIIMX ONAacCHOCTh HECAHKIMOHMPOBAHHOIO, B TOM YHCIE CIy4ailHOro,
JOCTylla K IIEpCOHAJBHBIM JI@HHBIM, pPE3yJbTaTOM KOTOPOTO MOIYT CTaTh
YHUUYTOKEHUE, W3MEHEHHe, OJOKUpOBaHUE, KONUPOBAaHUE, IMPEJOCTaBICHUE,
pacnpoCcTpaHEHUE IIEPCOHAIBHBIX JAHHBIX, a TAaKXXE HHBIE HENPaBOMEPHBIE
neicTBus mpu uX 0OpaboTKe B HMH(DOPMALIMOHHOM CHUCTEME MEepCOHAIbHbBIX
JAHHBIX;

e 10oA YypoBHeM 3ammiieHHocTH [I/[ moOHMMaeTcs KOMIUIEKCHBIM IIOKa3aTelb,
XapakTepu3yloImuid  TpeOOBaHMSA,  HCIOJHEHHE  KOTOPhIX  oOecrednBaeT
HEUTpaIM3AIMIO OIPECIICHHBIX yrpo3 Oe3zomacHoctu [IJ] mpum mx oOpaboTke B
UH(POPMALIMOHHOM CUCTEME.

1.4. Hacrosiuee IlonoxkeHue 1 W3MEHEHHs K HeMy yTBepxkaawTcs aupekropom OO0
«AJIBOA-KOM» u BBOASITCS TIpuKa3oM. Bce paGOTHUKM MTODKHBI OBITH 03HAKOMIICHBI TTOJ]
MOANKCH C NaHHbIM [loN0KeHneM U U3MEHEHUSIMU K HEMY.

1.5. Hacrosimiee [lonoxxenue Berymnaer B cuiy ¢ 01.09.2022.

2. 3amuTa nNepcoHANbHBIX JAHHBIX

2.1. PaGoTonmaTens mpuHUMAET CISAYIONIME Mepbl 110 3amuTe [1]1:



2.1.1. Ha3nayenwe mnuia, OTBETCTBEHHOTro 3a 00paboTky IIJI, koTOpoe ocyIecTBiIseT
opranuzaiio o6pabotku I1J], oOyueHume W MHCTPYKTaX, BHYTPEHHUH KOHTPOJIb 32
cobmoieHneM paboTHHKaMu TpeboBanmii K 3amute [1]1.

2.1.2. PazpaboTka mOJUTUKH B OTHOIIEHUU 00padoTku [1]1.

2.1.3. Ycranoienue mpaBui jgoctyna k IIJ], obecrieuenue perucrpanuu U ydera Beex
nercTBui, copepmaeMbix ¢ [1/].

2.1.4.  VYcraHoBIE€HHME  WHIMBUAYAJIbHBIX  MApoJed  JOCTyna  COTPYJAHUKOB B
MH(POPMALIMOHHYIO CUCTEMY B COOTBETCTBHUHU C MX MPOU3BOJCTBEHHBIMU 005S3aHHOCTSIMH.

2.1.5. IlpumeHeHue MpoLIEANINX B YCTAHOBIEHHOM MOPSAKE TNPOLEAYPY OLIECHKHU
COOTBETCTBUS CPEJICTB 3aIUUThl HHPOPMALIUY.

2.1.6. CepTu¢uuupoBaHHOE aHTHBHPYCHOE IPOrPAaMMHOE OO0ECIEYeHHUE C pPEryJIsIpHO
OOHOBIIsIEMBIMU 0a3aMH.

2.1.7. CobGmromeHue ycioBuid, obOecrmeunBaronux coxpanHocth IIJ[ u wuckIrouarommx
HGC&HKHHOHHpOBaHHLIﬁ K HUM JJOCTYII.

2.1.8. O6napyxeHue GakTOB HECAHKITMOHUPOBAHHOTO jocTyma K [1]1.

2.1.9. Boccranosnenue IIJI, MoaupuIMpOBaHHBIX WJIM YHHUYTOXEHHBIX BCJIEIACTBUE
HCCAHKIITMOHUPOBAHHOI'O JOCTYIIA K HUM.

2.1.10. OOyuenue pabOOTHHKOB, HEMOCPEACTBEHHO OCYIIEeCTBIAIOmuUX o6padorky I1/1,
MOJIOKCHHSAM 3aKOHO/IaTeNIbcTBA PO 0 mepCOHaNBHBIX JaHHBIX, B TOM YHCJIE TPEOOBAaHUSIM K
3alIUTe MEePCOHAIBHBIX JAHHBIX, JOKYMEHTaM, ONPEACISIONINM MONMUTUKY PaboTonarens B
otHomeHnn ob6pabotku [IJI, moKkanmpbHBIM akTam MO BOIpocaM OOpPaOOTKH TMEPCOHATBHBIX
JTAHHBIX.

2.1.11. OcymecTBiieHUE BHYTPEHHETO KOHTPOJIS U ayUTa.

2.1.12. Omnpenenenue Tuma yrpo3 0e30MacHOCTH W ypoBHeH 3amuiieHHOCTH [1J[, koTopbie
XpaHATCS B UHPOPMALMOHHBIX CUCTEMAX.

2.2. Yrpo3bl 3alIMILEHHOCTY IEPCOHAJIBHBIX JaHHbIX.

2.2.1. Yrpo3sl nepBoro tuma. B cucteMHoM nporpaMmMHOM oOecrieueHnd WH(POPMAIIMOHHON
CUCTEMbBI C€CTbhb (I)YHKLII/IOHaHLHLIe BO3MOXHOCTH HPOTpaMMHOIO O6€‘CH€‘-I€HI/IH, KOTOPELIC
HE yKa3aHbl B ONMHMCAHUU K HEMY JIMOO HE OTBEYAIOT XapaKTEpUCTUKAM, KOTOpBIE 3asBUI
MMPOU3BOJAUTCIIb. W a0 NMOTCHIMAJIBHO MOXKCET MPHUBCCTHU K HCIIPABOMCPHOMY UCIIOJIB30BAHUTO
MEPCOHAIbHBIX TAHHBIX.

2.2.2. Yrpo3sl BTOporo tumna. l[loTeHmmaneHble TpOOJIEMBbl C IPHUKIAAHBIM MPOTPAMMHBIM
o0ecreyeHneM — BHEIIHMMHU TPOrpaMMaMH, KOTOpPbIE YCTAHOBJICHBI Ha KOMIbIOTEpax
PabOTHHKOB.



2.2.3. VYrpo3el Ttperhero thna. lloTeHHMAIbHOM OMACHOCTH HHU OT CHUCTEMHOIO, HH OT
MIPOrPaMMHOTO O0ECTICUeHHUs HET.

2.3. YpoBHHU 3aIIMILIEHHOCTY IIEPCOHAIBHBIX JAHHBIX.

2.3.1. IlepBblii ypoBeHb 3amntuiieHHOCcTH. Eciam pabotomatens oTHeC WH(OPMAIMOHHYIO
CHUCTEMY K IIEpBOMY THIIy YIpO3bl MJIM €CIU THUI YIpo3bl BTOPOH, HO paboTomarenb
oOpabatsiBaeT cnernuainbHbie kareropun I1J[ 6onee 100 Thic. ¢uszmueckux ami 6e3 ydera
pabOTHUKOB.

2.3.2. Bropoii ypoBeHb 3amMIIeHHOCTH. Ecim Tunm yrpossl BTOpOH M paboTomarenb
oOpabaTeiBaeT crnennaibHple Kareropuu I[IJ] paOOTHMKOB BHE 3aBUCUMOCTH OT UX
KOJIMYecTBa WM crneuuanbhble kareropuu I1J] menee uem 100 Thic. GuU3MYECKUX JHL, WIH
mo0bie apyrue kareropuu [1]] 6onee ywem 100 ThiC. PU3MUECKUX JIUII, UITW TIPU TPETHEM THUIIS
yrpo3sl paboronaTens oOpabaThIBaeT crienuaibHble KaTeropuu JaHHbIX Oosiee yem 100 ThIC.
(bU3UYECKUX JIUII.

2.3.3. Tpertwnii ypoBeHb 3alIMIIEHHOCTH. Eciam mpu BTOpPOM THIIE YIpo3bl pabOTO/ATETh
obpabateiBaet obmue [1/] pabotHrukoB uiu MeHee yeM 100 Thic. GU3UUECKUX JIHILI, U MIPU
TpeTheM THUIIE YIrpo3bl paboromarens oOpabaThiBacT crnenuaibHble Karteropuwm [1]]
pabotHukoB wiu meHee yeM 100 ThIC. GU3MYECKUX JIMI, WIH MPU TPETHEM THIIE YTPO3BI
paboromateny oOpabaTeiBacT Ouomerpuueckue IIJI, wam mpu TpeTheM THIIE YIPO3bI
paboronatenb oopadareiBaeT obdmue I1/] 6onee wem 100 ThIC. PU3HUESCKUX JIUII.

2.3.4. YeTBepThlil ypOBEHb 3alTUIICHHOCTH. Eciu mpu TpeTheM THIE yrpo3bl paboToIaTe b
obpabatbiBaet ToabK0 o0mmume I1]] paborHukos uau MeHee yem 100 Thic. GU3NUECKUX T,

2.4. IIpu 4eTBEpPTOM YPOBHE 3aIMIIEHHOCTH NIEPCOHATBHBIX JaHHBIX Pa0OTOATeNb!

e o0ecrieuynBaeT pexXUM OE30MaCHOCTH IOMEIEHUH, B KOTOPHIX pa3MeIaeTe
UH(POPMALIMOHHYIO CUCTEMY

e o0ecreunBaeT COXpaHHOCTh HOCUTENEH HH(POPMAIIHH,

e YTBEpXKJACT MepeyeHb padOTHUKOB, NOMyIeHHbIX 10 T1/];

e HCHONB3YEeT CpEACTBA 3alUThl HMH(OpPMAIMM, KOTOPbIE MPOLUIM OLEHKY
COOTBETCTBUSI TpeOOBaHUSM 3aKOHAa B 0OMacTH obecrieueHus Oe30MacHOCTH
nHpopmanuu.

2.5. Ilpu Tperbem ypoBHE 3amuieHHOCTH [I]] 1OMOMHUTENBbHO K MepaMm, MEPEeUYHCICHHBIM
B nyHKTe 2.4 Hactosiero  [lonoskenusi, paboromaTenb  Ha3HA4YaeT  OTBETCTBEHHOIO
3a obecnieuenue 6e3omacHoctu [1/] B muHpOpManmoHHoit cucreme.

2.6. Ilpu BTOpOM ypOBHE 3alUIIEHHOCTH [I/] TOMOJIHUTENBRHO K MEpaM, MEPEUYUCICHHBIM
B nyHKTax 2.4, 2.5 Hactosmiero Ilonoxenus, paboTomarens OrpaHUYMBAET  JIOCTYII
K JIEKTPOHHOMY >KypHally COOOILEHHH, 3a UCKIIOYEHUEM pPAaOOTHUKOB, KOTOPBIM TaKHe
CBe/IeHUS] HEOOXOIMMBI JUIs PAOOTHI.

2.7. llpu nepBoM ypoBHE 3amuineHHOCTH [IJ] TOMONMHUTENBPHO K MepaM, MEPEUYUCICHHBIM
B yHKTaX 2.4—2.6 nacrosmero Ilonoxenus, pabotoaarens:



e o0ecreuynBaeT aBTOMATHYECKYIO  PETHUCTPAIMIO B JJIGKTPOHHOM  KypHaje
0€30I1aCHOCTH U3MEHEHHS OJTHOMOYHUI pabOTHHUKOB 1O aomnycKy K [1/] B cucteme;

e CO3/aCT OTJEJN, OTBETCTBEHHBIN 3a Oe3omacHocTh 11/l B cucteme, mubo Bo3maraer
TaKylo 00sS3aHHOCTh Ha OMH U3 CYILECTBYIONINX OTIENOB paboToaaTes.

2.8. B nensax 3amutsl [1/] Ha OyMakHBIX HOCUTENSAX pabOTONATENb!

MPUKAa30M Ha3HAYaeT OTBETCTBEHHOTO 3a 00padoTKy I1/1;

OrpaHUYMBAET JONYCK B IIOMEIICHHS, TA€ XPaHATCA JOKYMEHTBI, KOTOpBIE
coxepxart [1]] pabOTHHKOB;

XpaHUT JOKYMEHThI, cojepxamue [I/] pabGoTHMKOB B mKadax, 3amUparoIuXCs
Ha KITI0Y;

XPaHHUT TPYIOBBIE KHIXKKU PAOOTHUKOB B celide B OT/ieNe KaJpoB.

2.9. B memax obecrieueHuss KOH(MUIACHLIMAIBHOCTH JIOKYMEHTHI, coxaepkamue I1J]
pabOTHHUKOB, O(GOPMIIAIOTCS, BEIYTCS W XPAHATCS TOJBKO PaOOTHUKAMH OTHeNa KaJIpoB,
OyXranTepuu U CIIy>KObl OXpaHbl Tpyia paboToaaTesl.

2.10. PaGoTHUKHM OTHena KaJapoB, OyXraiarepuu M CIy>KObl OXpaHbl Tpynaa paboTomarens,
nonymeHable K IIJ[ paOoTHHMKOB, NOANMUCHIBAIOT 00S3aTENbCTBA O HEPA3IJIAIICHUN
NEPCOHANBHBIX JaHHBIX. B mpoTuBHOM cnyyae 1o oOpabGotku IIJ[ paGoTHUKOB He
JOIYCKArOTCS.

2.11. Ilpu W3MEHEHUM TEPCOHANBHBIX JaHHBIX paOOTHUK TNHCHMEHHO YBEIOMJISET
paboromaTenss O TaKMX HM3MEHEHHSIX B Pa3yMHBIH CpOK, HE IpeBbIIAIMi 14 1HEH,
U TIPENBSBISIET OPUTHHAIIBI JOKYMEHTOB.

2.12. Jlomyck K pgokymeHTam, cozepxauM I1J[ paGOTHMKOB, BHYTpU OpraHU3alUu
OCYIIECTBJISIETCS. Ha OCHOBaHWMM PernmameHTta pgomycka paOOTHHKOB K 00paboTke
NEPCOHATILHBIX JAHHBIX.

2.13. Ilepemaua IIJI mo 3ampocaM TpeTbUX JIMI, €CJIM Takas Mepeaadya NOpsMO He
MpeayCMOTpeHa 3aKOHOJATeIbCTBOM P®d, nomyckaercs MCKIOUUTEIBHO C  COIJIACHS
paboTHUKa Ha 00pabOTKY €ro MepCOHANbHBIX IAHHBIX B YacTU MX MPEIOCTABIICHUS WU
corjacus Ha paclipoCTpaHEHUE [IEPCOHAIBHBIX JAaHHbIX.

2.14. Tlepenaya undpopmanuu, copepxkamieid ceaenus o I1J[ paGorHukoB, mo Tenedony B
CBSI3M C HEBO3MOXKHOCTBIO HJICHTU(HMKAIWHU JIMIA, 3alpalluBaroumero HnHpopMamnuio,
3arpenaercs.

3. lenu o0padoTku

3.1. TIlepcoHanbHble JaHHbIE pAaOOTHHKA MCIOJB3YIOTCS JJIs  IIeJeil, CBSI3aHHBIX
C BBINIOJIHEHUEM pa0OTHUKOM TpyAoBBIX (yHKumil. Paboromarens ans 3Toil  wenwu
3amnpaiiMBaeT y paboTHUKA 00Ire TIEPCOHATBHBIE TaHHbIe: (haMUJINI0, UMs, OTYECTBO, /ATy,
MECSIl M IOJi POXKIEHHs, MECTO POXACHUs, ajJpec, CeMeiHoe MOoJoXeHue, oOpa3oBaHue,
npodeccuto; creuuaibHble KaTEropuHM IEPCOHAJIbHBIX JAHHBIX: COCTOSIHUE 3/I0pPOBBS,
CBEICHUS O CyJUMOCTH; OHMOMETpPHUYECKHE MEPCOHAJbHBIC MJaHHBIE: (POTO B OyMaKHOM
U DJIEKTPOHHOM BHJIE.



3.2. IlepconanpHble  JaHHBIC, TPEICTABICHHBIE  PAOOTHUKOM, 00padaThIBAIOTCA
aBTOMAaTH3UPOBAaHHBIM W ©0€3 HCIHOJb30BaHUS CPEACTB aBTOMATH3AallMM  CHOCOOAMH.
PaGoronatens He MpUHMMAeT, HE CHUMAeT W HE XPAaHUT KOMUM JIMYHBIX JOKYMEHTOB
paboOTHUKOB. JIOKyMEHTBI, KOTOpbIe PAOOTHUK HPEIbABISET paboTOAATENIO sl XPaHEHUS
B OpUTHHANE (CHpPaBKH, MEAWIUHCKHAE 3aKJIIOYCHUS W T. 1.), XPAHATCS B JIMYHOM JeJie
paboTHuka B TeueHue 50 JeT mocie pacTopKeHus ¢ pabOTHUKOM TPYJOBOTO JIOTOBOPA.

3.3. Ilocne ucredeHusi cpoka HOPMATHBHOIO XPAaHEHUS JOKYMEHTOB, KOTOpPBIE COZIEpKaT
HepCOHANIbHBIE JaHHbIE PAaOOTHHKA, IOKYMEHTHI MOJUIeKAaT YHHUYTOXKeHuio. [lis srtoro
paboTomaTesib CO3/a€T SKCIEPTHYIO KOMHCCHIO U IPOBOJUT SKCHEPTU3Y LEHHOCTH
JTOKYMEHTOB. B Xone mnpoBeeHUs SKCIEePTU3bl KOMHUCCHS OTOMpPAeT Jeia C UCTEKIINMHU
CpOKaMH XpaHEHUs U M0 UTOraM OTOOpa COCTABISET aKT O BBIICICHUU K YHHUTOXKECHHUIO JIEI,
HE MOJUIeKAIINX  XpaHeHuto. [lociae dYero JOKyMEHTHI HM3MEIbYalOTCS B IIPEAEpe.
[lepconanbHble AaHHbIE PAOOTHUKOB B 3JICKTPOHHOM BHUJE CTHPAIOTCS C MH()OPMAIIMOHHBIX
HocHUTeNned, JMO0 (U3MYECKH YHUYTOXKAIOTCS CaMH HOCHTENH, Ha KOTOPBIX XPaHUTCS
uHpopMaLus.

4. 'apaHTHH KOHPUAECHUMAIBLHOCTH NEPCOHAJBHBIX JaHHBIX

4.1. Bce paboTHUKHM oOpraHu3aluu, oCymecTBisionme odpadorky IIJI, o0s3aHBl XpaHUTH
TailHy 0 cBeaeHusx, copepxamux I1J[, B coorBercTBuu c I[lonoxxenuem, TpeOOBaHUSIMU
3aKoHoaTenbcTBa POD.

4.2. PaboTHUK BIpaBe TpeOOBATH MOJIHYIO MH(OPMAIMIO O CBOUX IEPCOHANBHBIX JaHHBIX, 00
ux 00paboOTKe, UCTIOIB30BAHUH M XPaHEHUH.

4.3. JIuua, BUHOBHbBIE B HAPYIIEHUHU HOPM, PETYJIUPYIOLIUX MOJTyYeHHE, 00padOTKy U 3alIUTy
[T/ paGOTHUKOB, HECYT AUCHUILTUHAPHYIO, aIMUHUCTPATUBHYIO, TPAXKJAHCKO-IIPABOBYIO MU
YTOJIOBHYIO OTBETCTBEHHOCTB B COOTBETCTBUH € 3AKOHOIATEIBCTBOM.
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